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ABSTRACT

This paper proposes a Kubernetes security misconfiguration scanner based on the KISA Cloud Vulnerability Assessment
Guide. The proposed system analyzes Kubernetes configuration files and cluster settings using rule-based checks to identify
insecure configurations, providing results through quantified scores and visualized reports. Additionally, to verify its
effectiveness, demonstrations in a Kind-based multi-node environment confirmed the scanner’s inspection efficiency. The
evaluation yielded a recall of 100% and a precision of 71.9%, representing a 3.3-fold improvement over existing tools.
These results highlight the scanner’s applicability as an automated tool aligned with domestic security guidelines.
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Fig. 1. Kubernetes Cluster Architecture with Key Security Misconfiguration Locations



AR R T 83]=A] (2026. 6) 3

H7x %8l CVSS(Common  Vulnerability Kube-benche} @2 A3 AAHe| e~ W 7
Scoring System) v3.1 &9 A4dw 7&EL &£ 2E TAHOZ QAEl] HUAHE AEE A
“&5}04 A3z} FovE e oA 24 2d £ AFEH17). Kubescaper Z3} HIAE
Cissi= ﬁﬁq‘:h sl AdA S/ AR HTML 59 A744 geE 323 4 glov, &4

/Kjoﬂ =1 i ~1 v his 0‘61}
of (11]. o3 A=A A%E 7|wkez Altsh=
s E W B3t i Al B4S do] A4A

} [¢] }\5]

Feh9-= dlo|H B 35e] Fate| we} 8 Fe)
$-= AMu)2 AlFAH(cloud service provider)E-
AR} Qlzetel] HASE Hek 74 A7 2 RUEE
5L AFsta sk dEAe® AWS
Security Hub(12), Microsoft Defender for
Cloud(13], Google Cloud Security
Command Center(14) 5°] 9lon o5 Z&}
FE gArn] AA oF ¥4 9 A F5 571 7
ow YA E Al ey o] dt g A
=< 54 CSP 34< 7[ike g AAEe] 9loA]
2 Ao} &qtr Zefoldl Fe|aEE 9
2t gg3brledle vleA Fes) 8 Aot
Acks A7} 9l

o[> o

o

2.2 @EAA Kubernetes HOF 24 =3

AHg £349] gt g Kubernetes 372 3
ex)3l7] 918k chefdt REAA TE] A

Kube bencht CIS Benchmark(15)&
o2 Ze|r rro A AAAL ZAle
315 Alg Fx X7} folshs Ao]
16). st ZeizE] 37 wisle] wle} o
Job 2lass wiEsta AHAlsol she &edAke)
HAZSo] EA3he =g 27 Az} diE
Aoz FYFe] Hpn FejnE el 7154
2 odele  #EErh uvhe @AV <l

Kubescape =3k A143 A9} APe 2435,

?.:i&ohti
o [ L o #N

Mo

g 5o A 29} 22 Wikl 7k A F2U}
EApste] A=A @A o2 Bt A 3etslr]
& 754l Jtt. Checkove i
X A "AlA TaC 7]¥He] YAML % JSON =}
= AAR Bk 75 AlFste] Hat Alx

Abell W8k Shift-Left B.ok Aol 4gts}
(18], ey o] wiyd~E o] 324 2
S B3l ¥ ZekEEg A4 el s
As= API Server® 54 AA SF} AR
g WA AR AR F ke "Ald s
d

H Z= =
ek Swe] 9

> rji wL ool _\1 mlru 1o,

a3k o]’ 9 E4~ Kubernetes ®oF £4
#F CIS Benchmark,
NSA-CISA(19), MITRE ATT&CK(20)& 715
o F AAEe] WLAQ nl slo|zelel A AEH
r/]__ 5} ]u]— %‘4‘] T ul :Ln_:,L_] ig]_ =4 L:_odg] er
4 879 ISMS-PY =7} 3379 S8} %
9 sl rfol=ehale] A% EAl BEG
shA Fshe A Aolrt EAR b UE
TFA Aol F Hel 979 A9l =74 |
2] 49 FAAelt}t. CIS Benchmark:s

L—]]Efqi ;gi_ﬂo Ea—]— olu].;do] ﬁﬂe :,qj_ }“E
%Cﬂ uhel KISA 7lo]=ghele e]e =929

713

h=i
F3
]

-
T

—1> o fe o ruL :tu

1 #2]% $13 kube-apiserver® —bind-
address—% Fzal F4(127.0.0.1)2 AgsAY
& ( anonymous-auth=false)
< Qskel, wEl 7 2o
A= CIS7F 2 843 ool AF3)
2|, KISA 7lo]=aheld ) ZfAA A
2 33 7hol=etelel 7t = BE |7
—audit-log-maxage) 3 AA &3 5& FA4
A PR R Al AlaL & FA TS A
= AellA 714 SA Zerk A Eo
KISAolA wZg Zepos wel slojmt =
LN R AR = R I e R I
A AABEAL olevt i v Ay
go FAEe] glrt. o] <l Al DevOps
73] Aps3te Hol do]zejclel] H7A 0w A-4-5)
7] o}, 53], KISA 7lel=elele] A 7]
7155 71A gelut a3 718k dkarelge] s 7t

lj_u
W
l"-E«

S

e o2

o

b3
N2

om
=

K"_l_4
& o
o

rﬁ i



o~

Kubernetes 37| Bgl oA

& 9% A% 2o 9 2 7Y

3 A dole|E AFx3}Ete] AEsE 27

243 A= v AFHQA AAolrt o] £ o
TollA= KISA Feh9= A% A7 7tel=F 7]
ke 2@ Kubernetes YAML/JSON A4 sdg
AR o7 FAsh= A 4 2UE Alksd, =
v 71l sk A 7IhE 2ok A4 zEs) g)
45 skt 3

. H2tshs AlAH

2 zbol A& Aleksbe Kubernetes o3 290
v AA Fxo} Zx2b wkale Mgt Aokst
Kubernetes #Fd 271+ Kindv} Minikube
o} 22 27 FejaE S AMSShe HREviE
=44 3‘31*51-/] H?ﬂ /‘LEH% At 5 Qs A}

3.1 AlAH OPP|HIA U MA HR

2 AFoA Algtsl= Al&ES> Kubernetes &
#H 28 el DaemonSets wjEslo] Fe 2 el
el FQl BE xEF A5 sty AAZE

Security Check Modules
(19 modules)

Inspection Layer

!

Scanner Execution,__,
Engine

Kubernetes
Integration
Layer

I £
~ @
Report
. /

A cu
[o] runner.py

User

Fig. 2. System Architecture

Bl dlolHE Aldet A A2E2 ARgAL QlE
Holx AlF, 2y AlFY

£ A%, Kubernetes 9% A%, 2ZE A4 A
oz FAEY 7 AFE ATl wet Fejstdch
o83t A=A F2E Ed A2H AT £x
HeA)S ghRaledct AA o}7|ElxEe Fig. 240
eyl it

3.2 ALEAt QIEHO|A A

g2t QlElslo] A~ AZe Kubernetes Heb &
A& sty S8k Ald) - ZA E Tl A
+ CLI(Command Line Interface) 7]4uke] A3
gl o g stk CLI WAle 7zl ¢ Bl
Sekdsl Held Reld wek AU Agal &
B
=
o
3

& 4 glov] AEs AagEd WA Aol 1

P4 glehs el dleh AHALE CLIE %
Ak A4 3L e 2 A
o 4] e 8RSl

o
bt}

mu o oo
A
=
o,
[>
i
=)
1m

> 2
Jlm
.I.:
W
c
o
[
=
=
[}
+
[}
w0
—p
O_I.,

API Server, Controller Manager, etcd,
PSA, File, Kubelet®} 22 32 A7 HES %
Z

ghsloich w3k 7z A7 mEe s ooz

HM tﬂ-/_q g _,7_7(} 7<4.€L?5],oar/}

1. Kubernetes API 7]uF #4: A8 F4l ¢
anel AR AeE 23ste] Hat AA A
2. W7ol 7k AR B4 Alzd FEdES] A
3 QA BAste] Q1% W <lyh AA ]l
3. 3k 7k 24 A gl 2 B sl
AT At vt A4 A
ol2ldt the 4 W& weZ Kubernetes
97 kel gk A4 7INE Bl RS



00 583

(2026. 6)

3.4 Kubernetes 9E #H=

3.5 ZEZE

4y AS

Kubernetes & 27} A== 3 g xE A AT A7 A3E F23E YR
A% AEOR Al AR 15 B A 7}#6}04 AR AR, A7 Avhe 725
o}, ol& F3l 224 st 3 FelaE vt A3 1 JSON A3} Abgxpr) Ao m ﬁh‘fé} 5
7 Bl BAT Ao et ARle] Al oy—HTMLaiﬁ Yoz Az 7 47 3
t}. Kubernetes YA ~lv= 4 dA3 943 ol s A= A, H¥E, 9l *éé‘ :ﬂ?g} A4
= FFdte] FrlaE elizel d) ] A4 A AR A AFdch 53] HTML 349] 2lxE
W sty Feaeel AU Wy st A4 828 830 A4 2k e A
Table 1. Details of Security Check

Category Security Check Risk Verification Command

Upauthentlcated Access 10 ——anonymous-auth, -service-account-lookup
Disabled
Authorization Mode 10 ——authorization-mode=RBAC
Service External Access . _
API Disabled 9 bind-address=127.0.0.1
Server
——secure-port, —tls—cert-file,
SSL/TLS Enabled 9 —tls-private-key-file, ——client-ca-file
Weak Auth Disabled 9 —token-auth-file
Log Management 7 ——audit-log-path, ——audit-policy-file
. ——use-service-account-credentials,
Controller | Authentication Control 8 ——service-account-private-key-file
Manager
SSL/TLS Enabled 8 —root-ca-file, —feature-gates
Encryption Enabled 10 ——encryption-provider-config
etcd : N e g
——client-cert-auth=true, —-cert-file,
SSL/TLS Enabled I —key-file, —trusted-ca-file
Container Privilege Control 9 allowPrivilegeEscalation, seccompProfile
PSA
Namespace Sharing Disabled 9 hostNetwork, hostPID, hostIPC
(Master N.Od?) Configuration 7 File Permissions < 644, Owner: root
File Permissions
File (Worker I\.Tod.e) Configuration 7 File Permissions < 644, Owner: root
File Permissions
Worker Node . . . .
Cortificate File Permissions 7 Certificate: 644, Key: 600, Owner: root
Authentication Control 8 ——client-ca-file
Authorization Control 8 ——authorization-mode =Webhook
Kubelet SSL/TLS Enabled 8 —tls-cert-file, ——tls-private-key—file
i i i . net.ipv4.ip_forward=1,
Kernel Parameter Configuration 6 net.bridge. bridge-nf-call-iptables=1

API: Application Programming Interface, PSA: PodSecurityAdmission, PID: Process 1D, TLS:
Transport Layer Security, SSL: Secure Sockets Layer, IPC: Inter-Process Communication
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Table 2. Detection Results of Security Scanners by Threat Scenario

Tools Insecure RBAC System Monitor Kube Bench Docker Bench
Precision 0% 0% 100% 0%
Kube-bench
Recall 0% 0% 17% 0%
Precision 16.7% 12.5% 25% 20.8%
Kubescape
Recall 80% 60% 85% 83%
Precision 26.3% 21.1% 27.8% 25%
Checkov
Recall 60% 70% 83% 83%
Proposed Precision 5% 62.5% 75% 75%
scanner Recall 100% 100% 100% 100%

RBAC: Role-Based Access Control
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Fig. 5. Detailed information obtained from
Scenario 1(Insecure-RBAC)
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